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● What is computer compliance
● Automation -- SCAP
● SCAP Content creation
● Existing SCAP content
● opensource SCAP projects
● scap-workbench
● Anaconda integration
● Spacewalk integration

Agenda



● Proactive security
● Security policy
● Computers follow all rules in a policy
● Why would you do that?

○ Government regulations
○ FISMA Act.
○ ISO/EIC 27000 standard series

Compliance audit







What is SCAP?

● Group of many standards
● Automated compliance checking
● Governed by NIST

○ http://scap.nist.gov/
○ Industry standard

● Current version: 1.2
● Component Standards: XCCDF, OVAL, 

OCIL, AI, DataStream, ARF, CCE, CPE, 
CVE, CVSS, TMSAD

http://scap.nist.gov/
http://scap.nist.gov/


XCCDF structure



<Rule id="sshd_disable_root_login">
  <title>Disable SSH Root Login</title>
  <ident>CCE-27100-7</ident>
  <check system="http://oval.mitre.org/XMLSchema/oval-definitions-5">
    <check-content-ref
            href="ssg-rhel6-oval.xml"
            name="oval:ssg:def:905"/>
    </check>
</Rule>

Example of XCCDF Rule





SCAP Security Policy Customization

● Hand editing
○ cross referencing IDs is hard

● GUI tool editing
○ does not scale to multiple authors
○ very problematic versioning - few huge files
○ editing being dropped from workbench

● Generating from smaller files
○ used by SSG
○ easier collaboration of multiple authors
○ easier versioning





SCAP Security Guide

● Uses OVAL for checks
● Multiple security baselines in a single SCAP 

content
● Red Hat Enterprise Linux 6

○ Server, DISA STIG Server
○ Desktop
○ FTP Server

● JBoss Enterprise Application Server





SCE Community Content

● Uses bash scripts
● DSS-PCI is being added
● Fix tags are revised and added





OpenSCAP

● LGPL library
● SCAP 1.2 support

○ XCCDF 1.2
○ OVAL 5.10.1
○ CPE applicability
○ datastream support
○ preview of remediation

● High-level API
● oscap command line tool









SCE: Script Check Engine

● Our own simple standard
● Use any executable file as a check
● Map exit code to XCCDF result
● Configure time option in openscap

○ defaults to disabled
● Two independent implementations

○ openscap
○ jOVAL





Issues of scap-workbench

● Tailoring not according to specification
● No datastream support
● No remote scanning support
● Prone to openscap changes
● Python bindings breakage
● Large codebase

○ a substantial part of it is the editor



Redesigning scap-workbench

● Much smaller codebase
○ in C++, using Qt4

● Uses high-level API from openscap
○ less opportunity for breakage
○ datastream support

● Scans via the 'oscap' tool
○ less opportunity for breakage
○ only the 'oscap' tool needs to be certified



Typical scanner usage

1. Open content
2. Select profile
3. Select target machine
4. Scan
5. Collect results







Remote scanning

● Requires oscap and sshd on remote 
machine

How does it work?
1. Copy local content over
2. Run oscap on the remote machine
3. Transfer results to the local machine
4. Interpret results locally



Features to avoid in workbench

● Scanning multiple machines at once
○ use Spacewalk instead

● Content editing
○ very hard to implement
○ proven not to be useful for complex content



Where to find the new workbench?

● 'rewrite' branch in the workbench repo
○ git://git.fedorahosted.org/git/scap-workbench.git

● Suggestions and testing appreciated :-)
● Might be moved elsewhere in the future





Anaconda plug-in

● Not fully implemented yet
● Kickstart addon
● Making sure a machine is in compliance 

before it boots
● Value in integration and ease of use

More info about Anaconda at 3pm in D3







Concerns & Issues

● Content has to be Anaconda-ready
○ special flags for remediation of partitioning

● Limited scanning possibilities inside chroot
○ services aren't running
○ we can only test config files



First boot scan 

● Scan using XCCDF profile selected
● Show results, allow remediation
● This is a full scan, all services are running























Lifecycle

● Obtaining content
○ official
○ custom

● Tailoring
● Machine installation

○ Anaconda scan before the machine boots
○ Kickstart

● Production
○ periodic scanning with scap-workbench or 

spacewalk



Short-term future plans

● Lowering SCAP's entry barrier
○ new scap-workbench
○ ready to go content

● Implementing missing pieces in lifecycle
○ Anaconda integration

● Remediation



Thanks for your attention

Questions?

● #openscap at irc.freenode.net
● open-scap-list@redhat.com


