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Today's Topics

1. State of the art

2. New requirements

3. SCAPtimony project

4. SCAPtimony within Foreman



  

State of the art





  

Next level
requirements



  

● FISMA Act.

● SCAP, SACM, CDN, SWID

● STIG, PCI DSS

● FIPS 140-2

● ISO 27001/27002

● MLPS, FedRAMP, EU Model Clauses

● United Kingdom G-Cloud

● Australian Government IRAP

● Singapore MTCS Standard

● HIPAA

● FERPA

● CCCPPF



Hardware

Software

Configuration

Req: Inventory



Policy modeling

Organization defined targeting

Understanding purpose of target

Ad-hoc tailoring

Req: Targeting



Is my infrastructure compliant?

What was the failure on my db server?

Vulnerabilities assessment (CVEs)

Where is unpatched openssl?

Output in standardized forms

Retention policies

Can be data trusted

Req: Queries



Improve managebility

Monitoring / on-going oversee

What is the next thing to do / tasking

Help with best practices

Trends

Threat life-cycle

Define waivers

Calculate / authorize accepted risk

Req: Processes



Cloud vs. on premise

Container is an asset too

API for data import/export

Devops love ruby

Foreman & ManageIQ

Req: Other



Implications
Deployment will vary

Use-cases will vary

Data will fit the same model

Structured data

Mostly read-only interface



  

SCAPtimony



First steps
Leverage existing OpenSCAP ecosystem

Configuration compliance

Database schema

Basic operation over data



Main entities
Notion of auditable assets

Define security/compliance policies

Reports



Implementation
Rails engine

Mostly models and helpers

Translate to SCAP objects

rubygem-openscap

FFI, binds with OpenSCAP primitives

OpenSCAP API redesign

github.com/openscap



  

SCAPtimony
& Foreman



SCAPtimony rails engine

foreman_openscap rails engine

Foreman plug-in

Contollers & views

Full of concerns

scoped_search

Architecture



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



1. Compliance tools for endpoins

2. Requirements for compliance center

3. SCAPtimony project

4. SCAPtimony within Foreman

Summary



  

Questions?
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isimluk@fedoraproject.org
Contact:
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