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Future challenges
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http://www.youtube.com/watch?v=caSIW4-yhUk

Compliance Audit

« Proactive security

« Security Policy

« Why?
- Military (stig)
- Government reqgulations (cc, usgchb)
- FISMA Act.

- |SO/EIC 27000 standard series
- Card industry (pci dss)

O redhat.



demo
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https://isimluk.fedorapeople.org/usgcb.result.html

What is SCAP

— http://scap.nist.gov/
- Industry standard

e Current version: 1.2


http://scap.nist.gov/
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MEETING IN PROGRESS
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DONT WORRY

SECURITY

No acronyms. No security. No problem.




(D) OpenSCAP
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@ Open5SCAP

open-scap.org
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Title
Rule
Ident
Result

Title
Rule
Ident
Result

Title
Rule
Ident
Result

Title
Rule
Ident
Result

Title
Rule
Ident
Result

Verify permissions
rule-2.2.3.1.1
CCE-41306-1

pass

Verify permissions
rule-2.2.3.1.]
CCE-3967 -7

pass

Verify permissions
rule-2.2.3.1.k
CCE-3932-1

pass

Verify permissions
rule-2.2.3.1.1
CCE-3566-7

pass

Verify that A1l World-Writable Directories Have Sticky B

rule-2.2.3.2.5
CCE-3399-3

on

on

on

on

"'shadow' file

'group’' file

'gshadow' file

'passwd' file



(D) SCAP

SECURITY GUIDE

github.com/OpenSCAP/scap-security-guide

1/21/15 @ rednat
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SCAP

o WORKBENCH

github.com/OpenSCAP/scap-workbench

1/21/15 @ rednat



ssg-fedora-ds.xml - scap—workbench

File Help

Title Guide to the Secure Configuration of Fedora
Tailering

Profile

Target

'Rule

:netrc Files Do Not Exist
Password Minimum Length
:Passwcrd Minimum Age
Password Maximum Age

:Password Warning Age

NTP Daemon Enabled

:Remnte NTP Server Specified

55H Root Login Disabled

:SSH Access via Empty Passwords Disabled
S5H Idle Timeout Interval Used

SSH Client Alive Count Used

Clear Save Results ¥ Show Report

Frocessing has been finished!




Tailoring "Commeon Profile for General-Purpose Fedora Systems [TAILORED]"

Unde History Deselect All Search
W D Log In to Accounts With Empty Password Imp:l“ .SELECtEd i s il =
# |=| Password Hashes For Each Account Shadowec Title ‘Passwcrd Maximum Age |
D All GIDs referenced in fetc/passwd Defined in 4
W D netrc Files Do Mot Exist
- @ [E Set Password Expiration Parameters Type ‘KCCdf:RUlE |
% minimum password length

1D *tentarule_acccuntLmaximum#age_login_defs|

g Description
% maximum password age

% minimum password age To specify password maximum age for new accounts, edit

;% warning days before password expires the file /etc/login.defs and add or correct the following

7 D Password Minimum Length line, replacing the DAYS item appropriately:
. PASS_MAX_DAYS DAYS A value of 180 days is sufficient
D Password Minimum Age

for many environments.
® [ Password Maximum Age

W D Password Warning Age
- @ Services
- @ Metwork Time Protocol
C4 D MTP Daemon Enabled
C4 D Remote NTP Server Specified
= @ SSH Server Title General-Purpose Fedora Systems [TAILORED]
;% 55H session ldle time
- & Configure Open5SH Server if Mecessary
W I:l 55H Root Login Disabled Description
W D S55H Access via Empty Passwords Disabled

Profile Properties ]

o },sgprcject.content_pmﬁle_common_tailcred2|

This profile contains items commen to general-purpose
Fedora installations.

Confirm tailoring Discard changes Delete profile




Package Name [ssg—fedora—c&s

Version [1

Release 1 E

Summary |

License [Uns pecified




", SPACEWALK

spacewalk.redhat.com
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Spacewalk Default Organization Preferences Sign Out

X SPACEWALK systems - ] Search |

Systems Errata Channels Audit Conflguration Schedule Users Admin Help
Ayl ManaGE 8 CLEAR

bDb.exampIe.com @ remove from ssm | @ delete system

Details  Software  Groups  Virtualization  Audit  Ewvents

Virtual Systems

Out of Date

Rt rind: e OpenSCAP Scans

Unentitled

Ungrouped 1-100f 10

Inactive

List Seans Schedule

Recently Registered

Proxy
Duplicat: Syst2ms

OSCAPTest-united_states_government_configuration_baseline ThuJul 12 09:31:52 EDT 2012 258
258
258

258

OSCAP Test-united_states_government_configuration_baseline Thu Jul 12 08:22:15 EDT 2012

Systern Currency
ystern Groups
Mar

OSCAPTest-united states government configuration_baseline Thu Jul 12 07:37:45 EDT 2012
OSCAPTest-united_states_government_configuration_baseline Thu Jul 12 07:27:50 EDT 2012
4086
408

OSCAP-Test-desktop Thu Jul 12 07:14:04 EDT 2012
0SCAP Testftp Thu Jul 12 07:12:48 EDT 2012
OSCAP-Test-united states government_configuration_baseline Wed Jul 11 09:33:03 EDT 2012 258
238
258
OSCAP Test-default-profile Wed Jul 11 09:23:15 EDT 2012 258

F - Fail 1-100f 10
& Download C5V

OSCAPTest-united_states_government_configuration_baseline Wed Jul 11 09:30:16 EDT 2012

Xecdf Legend OSCAP Test-united states government_configuration_baseline Wed Jul 11 09:27:35 EDT 2012
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-Error

ik Tip: Compliance celumn represents unweighted passifail ration. Cempliance = Pf{Total - S - 1)
- Unknown

M - Mot applicable
-Mot checked
-Not selectad

- Infarmational

- Fized

Il rights reser Privacy statemeant : Legal statement  redhat.com
Spacewalk release 1.8 nightly




English ( | omamzarion

|Systems | Search '.

Qverview Systems Audit Configuration Schedule Users Admin Help

€} OpenSCAP Diff

Full Comparison | Only Changed items | Only Invariant ltems

#clvanced Search
1

-3o0f3

Keodf Legend 1d: 862 875
P Pass Started: 2012-07-12 07:35:10.0 2012-07-12 08:19:23.0
s Completed: 2012-07-12 07:37:44.0 2012-07-12 08:22:14.0
E - Errar 1-30f3
U - Unknawn
N - Not applicable Display | 25 | = |items per page 1 -2 of
PR XCCDF Rule Identifier
talk_server package fail pass
Mot o
usgch-rhelsdesktop-rule-2.4.2.c pass fail
r et f 2

I-Infarmational

X - Fixed

atement : Legal statement : redhat.com
ghtly

Priv
Spacewalk release 1




A SPACEWALK [systems <] | search |

Overview Systems Emata Channels Audit Configuration Schedule Users Admin Help

SELECTED

Q OpenSCAP Search

OpenSCAP Search will return finished OpenSCAP scans from all scans you have access.

Log Review

Specify your search criteria below,

Hecedf Legend

Search XCCDF Rules For: |CCE—3818—2 || Search |
P -Pass Examples: 'no_hashes_outside_shadow', 'C CE-14200-8'
F - Fail 3 -
= With Result: | fg) | |
E - Errar -

Where to Search: ]
U - Unknown ' search all systems

I'—\‘
N - Mot applicable *' Search system set manager

K - Met checked .
Scan Dates to Search: W Search Scans Performed Between Dates

e T ek Start Date:| june v |1 |r|2012|+| |12/~ |{00|* | AM |+ |EDT
I - Informational End Date: | june |v|17|v|2012|~ | |6 |*|{51||AM ~|EDT
¥ - Fized

Show Search Result As: @ |t of wccDF Rule Results

) List of XCCDF Scans

Filter by Result: | | [ ea | Display Wl items per page 1-20f2

XCCDE Rule identifier | © XCCDF Ident Tags Result '

: bootloader_password CCE-3818-2 ; fail
usgch-rhelsdesktop-rule-2.3.5.2.d CCE-3818-2 fail

l 1-20f2

ght @ z002-12 Red Hat, Inc. All rights reserved. Privacy statement | Legal statement : redhat.com
Spacewalk release 1.8 nightly



.- OSCAP Anaconda Addon

fedorahosted.org/oscap-anaconda-addon

1/21/15 @ rednat



SPOKE NAME FEDORA 20130115 INSTALLATION
PRE-RELEASE / TESTING

Done

Choose profile below:

Common Profile for General-Furpose Systems
This profile contains items commen to general-purpose desktop and server installations.

Desktop Baseline
This profile is for a desktop installation of RHEL &.

Pre-release Draft STIG for RHEL 6 Server
This profile is being developed under the Dol consensus model to become a STIG in coordination with DISA FSO.

Default
The default profile.

Changes needed to be done:

a /tmp is not on a separate partition

ﬁ /varflog is not on a separate partition

L5 root password may be not strong enough




INSTALLATION SUMMARY

LOCALIZATION

DATE & TIME
America/New_York timezone

SECURITY

SECURITY PROFILE
Misconfiguration detected

SOFTWARE

Ly Please complete items marked with this icon before continuing te the next step.

m].

FEDORA 20130115 INSTALLATION
PRE-RELEASE / TESTING

KEYBOARD
English (English (US))

NETWORK CONFIGURATION
Wired (ethQ) connected




github.com/OpenSCAP/foreman_openscap
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FOREMAN . Admin User -

Any Context ~ Monitor = Hosts = Configure « Infrastructure - Administer =
Hosts Breakdown Host Breakdown Chart
[ Compliant with the policy 2
. Mot compliant with the policy 0
. Inconclusive results 0
Never audited
e g 100%
Total hosts: 2 Compliant hosts
Latest reports for policy: fedora20-commaon-profile
Host Date Passed Failed Other
fedoraz20.mydomain 1 day ago View Report
fedoraz20.mydomain 3 months ago View Report
fedoraZ0 . mydomain 3 months ago Wiew Report
fedoraz20 mydomain 3 months ago View Report
fedoraz20.mydomain 3 months ago View Report

1/21/15 @ rednat



Scale SCAP

» vendor neutral and centralized SW inventory

 vendor neutral Cl compliance monitoring

« vendor neutral threat life-cycle management

 organization defined targeting

* better understanding of given system's purpose by auditing
infrastructure

1/21/15 @ rednat
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github.com/OpenSCAP/scaptimony

3/17/13 @ rednat



Isimluk.livejournal.com
twitter.com/openscap

1/21/15 @ rednat
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